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Abstract 

Autonomous vehicles (AVs) combine advanced sensing, machine learning, networking, and 

control so tightly that cyber vulnerabilities can directly translate into physical harm. This paper 

surveys the current state of AV cybersecurity: system architecture and attack surface, threat 

taxonomy (including remote attacks, sensor manipulation, adversarial machine-learning 

attacks, and supply-chain risks), representative incidents, standards and regulatory responses, 

defenses at hardware/software/operations levels, open research problems, and actionable 

recommendations for industry and regulators. Key load-bearing facts—standards (ISO/SAE 

21434, UNECE WP.29), NHTSA guidance, real-world safety incidents involving 

ADAS/Autopilot, and the prevalence of adversarial/physical attacks on perception—are 

documented and cited. ScienceDirect+4ISO+4UNECE+4 
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1. Introduction 

https://journals.theusinsight.com/index.php/AJMRA/issue/view/21
https://www.iso.org/standard/70918.html?utm_source=chatgpt.com
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Autonomous vehicles (AVs) are cyber-physical systems that integrate perception sensors 

(LiDAR, radar, cameras), machine-learning (ML) based perception and planning, real-time 

control, cellular and V2X communications, and over-the-air (OTA) update paths for software. 

This complex stack increases attack surface relative to conventional vehicles: an attacker can 

exploit wireless interfaces, cloud services, OTA mechanisms, third-party components, or even 

the physics of sensors to cause unsafe behaviors. The regulatory and standards landscape—

ISO/SAE 21434 for automotive cybersecurity engineering and the UNECE WP.29 Cyber 

Security Management System (CSMS) requirement—reflects the sector’s recognition that 

cybersecurity is now a core vehicle-safety issue. ISO+1 

 

2. System Architecture & Attack Surface 

A contemporary AV architecture can be decomposed into the following high-level components: 

• Perception layer: cameras, LiDAR, radar, ultrasonic sensors, GNSS/IMU. 

• Perception/ML stack: neural networks and sensor fusion algorithms that convert raw 

sensor data into a world model. 

• Planning & control: motion planning, trajectory generation, and low-level controllers 

(ECUs). 

• Connectivity & services: cellular (4G/5G), Wi-Fi, Bluetooth, V2X (DSRC or C-V2X), 

backend cloud services, OTA update channels. 

• Human–machine interface (HMI): infotainment, telematics, mobile apps, remote 

operator consoles. 

Each component introduces specific vectors: wireless interfaces permit remote exploitation; 

OTA and third-party suppliers create supply-chain and firmware risks; ML models are 

vulnerable to adversarial examples and data-poisoning; sensors are susceptible to jamming, 

spoofing, or physical-world perturbations. These vulnerabilities must be analyzed together 

because compromises in one domain (e.g., cloud credentials or supply chain firmware) can 

enable escalations to safety-critical systems. MDPI+1 

 

3. Threat Taxonomy 

We categorize threats by attack objective (confidentiality, integrity, availability, and safety) and 

by the attack surface exploited. 

3.1 Remote/Network Attacks 

https://www.iso.org/standard/70918.html?utm_source=chatgpt.com
https://www.mdpi.com/2079-9292/13/13/2654?utm_source=chatgpt.com
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• Back-end/cloud compromise (exfiltrate telemetry, manipulate maps or HD-map 

updates). 

• Cellular/infotainment exploits that provide lateral movement to vehicle ECUs 

through insufficient isolation. Historical demonstrations demonstrated remote 

compromise of car functions via infotainment stacks or weak wireless protocols. 

WIRED 

3.2 Sensor Manipulation & Physical-World Attacks 

• GNSS spoofing/jamming: impacts localization and timing. 

• Camera/LiDAR adversarial inputs: adversarial stickers, projected light or crafted 

physical perturbations that cause misclassification or object misdetection, leading to 

unsafe control actions. Literature documents both digital adversarial examples and 

physical attacks in real driving settings. ScienceDirect+1 

3.3 Adversarial Machine-Learning Attacks 

• Evasion: perturb sensor input at inference time to cause misperception. 

• Poisoning: corrupt training or data-collection pipelines (including fleet-collected data 

or shared datasets) to embed persistent model weaknesses. 

• Model extraction and theft: reconstruction of proprietary perception models via 

API/cloud interactions. These ML attacks have been extensively surveyed and observed 

to be feasible in realistic AV settings. SpringerLink+1 

3.4 Availability & Safety Attacks 

• Denial-of-service (DoS) on V2X or cellular links, intentional sensor blinding (laser 

attacks on LiDAR), or ECU flooding that degrades control performance. 

• Supply-chain insertion & firmware backdoors that persist across OTA updates—an 

especially serious risk given long vehicle lifecycles and complex vendor ecosystems. 

Recent policy moves (e.g., proposed rules limiting foreign software/hardware for AVs) 

highlight supply-chain risk concerns. AP News 

3.5 Insider & Physical Access 

• Manipulator insiders or attackers with temporary physical access can extract keys, 

install malicious modules, or modify OTA servers. These risks are amplified by 

outsourced maintenance and third-party service providers. ISO 

 

4. Representative Incidents & Case Studies 

https://www.wired.com/story/tesla-model-x-hack-bluetooth?utm_source=chatgpt.com
https://www.sciencedirect.com/science/article/pii/S2949948824000027?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s10462-024-11014-8?utm_source=chatgpt.com
https://apnews.com/article/a895bbbbe59ae915aad2f0980b7acf08?utm_source=chatgpt.com
https://www.iso.org/standard/70918.html?utm_source=chatgpt.com
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4.1 Infotainment / Keyless Entry Attacks (Tesla Model X example) 

Researchers demonstrated theft by exploiting Bluetooth/keyless-entry firmware vulnerabilities 

and weaknesses in pairing/firmware update flows; the attack highlighted the danger of weak 

device authentication and the value of rapid OTA patching. This type of attack illustrates that 

even non-safety subsystems can be pivot points into vehicles. WIRED 

4.2 ADAS/Autopilot Safety Investigations 

Regulators have linked ADAS/Autopilot features to multiple fatal crashes and systemic misuse, 

revealing that software behavior, human factors, and overtrust in automation can produce safety 

harms even absent malicious actors. These incidents emphasize why cybersecurity and 

functional safety must be jointly considered for AVs. The Guardian+1 

4.3 Physical-World Perception Attacks (Academic Demonstrations) 

Academic and industry researchers have shown that small physical stickers or light projections 

can cause misclassification of traffic signs, conceal pedestrians, or otherwise disrupt perception 

outputs in real and lab environments—threatening safety when planners rely on erroneous 

observations. Surveys and experimental studies catalog many such attacks and countermeasure 

prototypes. ScienceDirect+1 

 

5. Standards, Regulation, and Industry Guidance 

5.1 ISO/SAE 21434 and UNECE WP.29 (CSMS) 

ISO/SAE 21434 defines cybersecurity risk-management requirements across the vehicle 

lifecycle (concept → decommissioning) and is the primary engineering standard for automotive 

cybersecurity. UNECE WP.29 provides regulatory mechanisms (type approvals and post-

market management) that, in many jurisdictions, require manufacturers to demonstrate Cyber 

Security Management Systems (CSMS) and monitoring processes. Adoption of these 

frameworks is now a de-facto requirement for global OEMs. ISO+1 

5.2 NHTSA Guidance & Safety Integration 

NHTSA’s guidance documents stress that cybersecurity is a safety concern and recommend 

industry best practices for threat analysis, risk assessment, vulnerability management, and 

incident response. The agency’s ongoing AV safety activities also underscore the need to align 

cybersecurity and safety engineering. NHTSA+1 

5.3 V2X and Telecom Standards 

Security requirements for V2X (including ITU, C-V2X, and FCC spectrum policies) define 

authentication, message integrity, and privacy protections for vehicular communication. 

https://www.wired.com/story/tesla-model-x-hack-bluetooth?utm_source=chatgpt.com
https://www.theguardian.com/technology/2024/apr/26/tesla-autopilot-fatal-crash?utm_source=chatgpt.com
https://www.sciencedirect.com/science/article/pii/S2949948824000027?utm_source=chatgpt.com
https://www.iso.org/standard/70918.html?utm_source=chatgpt.com
https://www.nhtsa.gov/sites/nhtsa.gov/files/documents/812333_cybersecurityformodernvehicles.pdf?utm_source=chatgpt.com
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Spectrum policy decisions (e.g., FCC rules for 5.9GHz) and C-V2X deployments influence the 

adversarial surface for cooperative driving. ITU+1 

 

6. Defensive Measures 

Effective defense is multi-layered: hardened hardware, secure software engineering, robust ML 

model practices, secure connectivity, and proactive operations. 

6.1 Secure Engineering & Lifecycle Practices 

• ISO/SAE 21434–aligned processes: perform threat analysis and risk assessment 

(TARA), implement secure design, and maintain SBOMs and supply-chain attestations. 

ISO 

• Secure boot and hardware roots of trust: prevent unauthorized firmware and ensure 

ECU integrity at boot. 

• Strong authentication & isolation: network segmentation between infotainment and 

safety ECUs, least-privilege access, and hardware-backed keys. 

6.2 OTA & Patch Management 

• Authenticated OTA updates with rollback/rollback protection to avoid bricking or 

malicious replacement. 

• Vulnerability disclosure programs and rapid patch channels that allow coordinated 

mitigation of fleet-wide issues. NHTSA guidance and industry practice recommend 

structured vulnerability management. NHTSA 

6.3 ML-Specific Defenses 

• Adversarial robustness: defenses include adversarial training, input preprocessing, 

sensor fusion (so attacks against one sensor do not fully control perception), and 

runtime anomaly detectors for model outputs. However, no single defense is fully 

robust; layered defenses and conservative planning under model uncertainty are 

recommended. SpringerLink+1 

• Data integrity for training pipelines: sign and validate data provenance, monitor for 

anomalies in fleet-collected data, and employ robust aggregation that resists poisoning. 

6.4 Sensor & Physical Protections 

• Anti-spoofing and anti-jamming: multi-modal positioning (GNSS + IMU + visual 

odometry), signal authentication where available, and LiDAR/radar signal diversity 

reduce single-sensor failure modes. 

https://www.itu.int/epublications/ar/publication/itu-t-x-1383-2023-03-security-requirements-for-categorized-data-in-vehicle-to-everything-v2x-communication?utm_source=chatgpt.com
https://www.iso.org/standard/70918.html?utm_source=chatgpt.com
https://www.nhtsa.gov/sites/nhtsa.gov/files/documents/812333_cybersecurityformodernvehicles.pdf?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s10462-024-11014-8?utm_source=chatgpt.com
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• Robust perception fusion and safety envelopes: planners should use conservative 

safety envelopes when perception uncertainty grows (e.g., fallback to safe minimal 

behavior). ScienceDirect 

6.5 V2X Security & Privacy 

• PKI for signed V2X messages, privacy-preserving credential rotation, and 

detection of anomalous transmitters are established technical measures for 

cooperative systems. ITU and regional standards provide frameworks for categorized 

data protection in V2X. ITU 

6.6 Organizational & Operational Measures 

• Incident response playbooks specific to AV fleets, cross-industry information sharing 

(ISACs), and continuous monitoring of fleets and backend services are essential. 

• Supply-chain risk management: require vendor security attestations, SBOMs, and 

secure development practices from suppliers. Policy actions addressing foreign 

component risk also reflect this priority. AP News 

 

7. Open Research Directions 

1. Provably robust perception & interpretable ML: methods that provide certified 

bounds or uncertainty estimates usable by planners. 

2. Lightweight cryptography & secure enclave approaches tailored for resource-

constrained automotive ECUs. 

3. Runtime anomaly detection across sensor fusion pipelines with low false-alarm rates 

suitable for safety-critical use. 

4. Supply-chain provenance & hardware attestation at scale—tools to verify 

component origin and detect tampering in diverse supplier ecosystems. 

5. Socio-technical studies on human–automation interaction and misuse (e.g., 

overreliance on partial automation), and how cybersecurity incidents cascade into 

human safety failures. SpringerLink+1 

 

8. Recommendations 

For OEMs & Tier-1 Suppliers 

https://www.sciencedirect.com/science/article/pii/S2949948824000027?utm_source=chatgpt.com
https://www.itu.int/epublications/ar/publication/itu-t-x-1383-2023-03-security-requirements-for-categorized-data-in-vehicle-to-everything-v2x-communication?utm_source=chatgpt.com
https://apnews.com/article/a895bbbbe59ae915aad2f0980b7acf08?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s10462-024-11014-8?utm_source=chatgpt.com
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• Fully implement ISO/SAE 21434 processes and document evidence for WP.29/CSMS 

compliance; invest in secure-by-design (secure boot, hardware roots of trust). ISO+1 

• Architect robust isolation between non-safety and safety domains, and apply 

conservative motion planning under uncertainty. 

• Maintain rapid, authenticated OTA update pipelines and coordinated vulnerability 

disclosure mechanisms. 

For Regulators & Policymakers 

• Harmonize rules across jurisdictions (UNECE WP.29 as a model), require post-market 

cybersecurity monitoring, and provide safe channels for threat intelligence sharing. 

UNECE+1 

• Consider supply-chain measures and targeted export controls only when they 

demonstrably reduce nation-state risk without unduly fragmenting the supply chain. 

Recent proposals to restrict certain foreign software/hardware in AVs reflect national-

security concerns but require careful implementation. AP News 

For Researchers & the Security Community 

• Prioritize reproducible, real-world experiments that bridge ML robustness research and 

automotive constraints; develop standardized benchmarks and red-team exercises for 

AV stacks. SpringerLink 

 

9. Conclusion 

Autonomous vehicles promise large safety and societal benefits, but their combination of ML 

perception, connectivity, OTA update paths, and long lifecycles creates unique cybersecurity 

challenges that directly affect physical safety. Industry standards (ISO/SAE 21434), regulatory 

frameworks (UNECE WP.29, NHTSA guidance), and an expanding body of research on 

adversarial and physical-world attacks together provide a foundation for mitigation. However, 

substantial work remains in building certifiable robustness for perception, securing supply 

chains, and integrating cybersecurity and functional safety engineering practices. A cross-

disciplinary approach—technical, organizational, and policy—will be required to 

operationalize safe, secure AV deployments at scale. ISO+2UNECE+2 
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